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Abstract: This paper is concerned with the synchronization control problem for complex
cyber-physical networks with mixed delays and false data injection attacks. The polytopic
model of closed-loop synchronization error dynamics is established by considering the pattern
characteristics of false data injection attacks and input delays, which has essentially different
from the traditional handling method. More specifically, the proposed polytopic model utilizes
the current state of the closed-loop synchronization error dynamics, thereby facilitating the
reduction of possible conservatism. In such a framework, a nonlinear synchronization control
method is developed to eliminate the negative impact of cyber attacks, and sufficient conditions
are derived to guarantee that the closed-loop synchronization error dynamics are ultimately
exponentially bounded. In the meanwhile, the design procedure of the synchronization controller
is proposed for underlying complex cyber-physical networks subject to mixed delays and
false data injection attacks. Finally, an illustrative example is delivered to demonstrate the
effectiveness of the proposed method.
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1. INTRODUCTION

As typical massively interconnected complex systems,
complex networks are composed of a large number of
interacting individuals or nodes, whose dynamics can be
described by a single nonlinear vector field. For exam-
ple, biological networks, multi-agent systems, Internet net-
works, transportation networks, neural networks, electric
power grids, etc. Gao et al. (2018); Srinivasan et al.
(2022); Rakkiyappan et al. (2014); Zafar et al. (2018).
Complex cyber-physical networks (CCPNs) can be re-
garded as a class of complex networks where each network
node exchanges information with its neighbor nodes over
the shared communication channels. However, the shared
communication channels are often vulnerable to external
security risks and various network-induced problems, such
as cyber attacks Barboni et al. (2018), time delays Chen
et al. (2020), and packet dropouts Souza et al. (2016),
which bring certain challenges to the security of CCPNs.
Although the security problem of networked systems has
received increasing attention in the past few years Wen
et al. (2017); Cetinkaya et al. (2015); Tan et al. (2020),
there are still few investigations for complex networks.
Usually, false data injection (FDI) attacks can inject ma-
licious data to worsen or destabilize the performance of

⋆ This work was supported in part by the National Natural Science
Foundation of China under Grants 62363024, 61863026, in part by
the Major Science and Technology Special Project of Gansu Province
under Grant 21ZD4GA028.

a dynamical system. In CCPNs, the attackers attempt to
modify the data that are communicated between network
nodes and the controller for the disruption. For example,
FDI attackers penetrate several network nodes and then
CCPNs to launch an attack Wen et al. (2017). In Peng
et al. (2019), the FDI attacks are utilized to manipulate
the trusted network nodes by injecting malicious data.
In Zhou et al. (2023), the FDI attacks may cause the
actuator to malfunction by the injection of false data,
and the sampled-data control method is discussed for the
synchronization control of complex dynamical networks
with actuator saturation. In general, the existence of FDI
attacks may cause the failure of synchronization control,
and even collapse complex networks when more network
nodes are attacked, which motivates current investigation
for CCPNs subject to FDI attacks.

From the viewpoint of detection and estimation of cyber
attacks, some interesting results are obtained for complex
networks, see e.g. Mousavinejad et al. (2019); Ju et al.
(2020); Musleh et al. (2019). To mention a few, the au-
thors in Mousavinejad et al. (2019) discuss the detection
problem of cyber attacks in vehicle systems. In Musleh
et al. (2019), the main criteria for developing detection
algorithms are proposed for the smart grids under FDI
attacks. However, the above results are only involved in
the detection method without considering the negative im-
pact of cyber attacks on the synchronization performance
of complex networks. Recently, various synchronization
control strategies have been presented for the complex
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network under cyber attacks. For instance, a resilient
consensus algorithm is proposed to defend the F-local
FDI attacks for CCPNs Fu et al. (2019). In He et al.
(2018), the authors design an impulsive synchronization
controller for the multi-agent systems under FDI attacks,
and further analyze the synchronization performance of
the systems. A hybrid-driven sampling control scheme is
presented to ensure the synchronization performance of
complex networks under cyber attacks Shi et al. (2020).
Unfortunately, there are much attention has been focused
on designing security control strategy for CCPNs subject
to cyber attacks so far, while very few results have been
available on the synchronization control issue with simul-
taneous consideration of network-induced effects and cyber
attacks. Consequently, it is another research motivation to
shorten this gap.

Due to the complex couplings of communication net-
works, the problem of time delays is inevitable, which is a
great challenge for the synchronization control of complex
networks. By now, some preliminary results have been
addressed for complex networks subject to both cyber
attacks and time delays, see e.g. Kazemy et al. (2021);
Lee and Park (2019); Qu and Pang (2020). Among them,
the authors in Kazemy et al. (2021) present a master-
slave synchronization control method for delayed neural
networks under cyber attacks. In Lee and Park (2019),
the sampled-data control scheme is provided to achieve
the synchronization of complex dynamical networks with
time delays under cyber attacks. In Qu and Pang (2020),
a set-membership state estimation scheme is designed
for artificial neural networks subject to time delays and
FDI attacks to achieve optimal estimation performance.
However, most of the existing results have been obtained
for complex networks with single-type time delays, such
as state delay, input delay, or output delay, while the
synchronization control issue has not been sufficiently ex-
plored for the situation of mixed delays (e.g. time-varying
input delays and distributed state delays). To address the
aforementioned research gap, a theoretical synchronization
control framework is proposed for CCPNs with both mixed
delays and cyber attacks.

In response to the above discussions, this paper is devoted
to the investigation of synchronization control problems
for CCPNs with mixed delay and FDI attacks. The main
contributions of this paper can be summarized as follows.

(1) A novel polytopic model is introduced to characterize
FDI attacks and input delays, then the nonlinear
state-feedback synchronization controller is proposed
for CCPNs subject to mixed delays and FDI attacks.

(2) With the energy-constrained FDI attacks strategy, an
analytical expression of the closed-loop synchroniza-
tion error dynamics (CLSEDs) is developed and suf-
ficient conditions are derived for the ultimate bound-
edness of CLSEDs.

Paper Organization: Section II is the problem description
and preliminaries. In Section III, the design procedure of
the synchronization controller is proposed for CCPNs with
the effects of mixed delays and FDI attacks. An illustrative
example is provided in Section IV to demonstrate the
effectiveness of the proposed results. Finally, Section V

concludes the paper and discusses future research direc-
tions.

The notations used in this paper are standard and ex-
pressed as Table 1:

Table 1. Notations.

Notations Expression

Rn n-dimensional Euclidean space
Rn×n n× n real matrices
R(l) The l-th row of matrix R
R+

n The symmetric positive definite matrix R
RT The transpose of the matrix R

P > 0 Matrix P is positive definite
P ≥ 0 Matrix P is positive semi-definite
∥x∥2 The two-norm
∥x∥∞ The infinite-norm
⊗ The Kronecker product
∗ Symmetric entry

I/0 Identity matrix / zero matrix
∆ The differential operator

Sym (T ) Sym (T ) = TT + T
λmin (T ) The smallest eigenvalues of Matrix T
diag {·} The diagonal matrix

IN The N ×N identity matrix

2. PROBLEM DESCRIPTION

Considering a class of CCPNs consisting of N identically
coupled nodes as follows:

xi (k + 1) = Axi (k) +Ad

∑+∞

l=1
µlxi (k − l)

+
∑N

j=1
l̃ijΓxj (k) +Bui (k − τk) ,

x (θ) = ϕi (θ) , θ ∈ (−∞, 0] , i = 1, 2, ..., N. (1)

where xi (k) ∈ Rn, ui (k) ∈ Rn and ϕ (θ) ∈ Rn denote the
state vector, the control input, and the initial condition,
respectively. τk is the time-varying delay satisfying τm ≤
τk ≤ τM (where τm and τM are positive integers, denoting

the lower and upper bounds of τk).
∑+∞

l=1 µlxi (k − i)
indicates infinite distributed state delay, Γ denote the
inner-coupling matrix, and L = (l̃ij)N×N is a matrix

representing the outer-coupling configuration with l̃ij ≥
0 (i ̸= j) and

∑N
j=1 l̃ij = 0. A, Ad, and B ∈ Rn are known

constant matrices with appropriate dimensions.

As shown in Fig. 1, the model of FDI attacks will be
introduced for CCPNs. In this paper, the FDI attacks [23]
aim to contaminate control input with false data and thus
threaten the system security, and the actual control input
after FDI attacks can be expressed as follows:

ũi (k − τk) = ui (k − τk) + f (ui (k − τk)) . (2)

where f (ui (k − τk))∈ Rn is the vector of the FDI attacks.

For FDI attacks f (ui (k − τk)), the following assumption
is given.

Assumption 1. For a constant matrix F , FDI attacks sig-
nals f (ui (k − τk)) satisfy the following sector conditions:

fT (ui (k − τk))F [f (ui (k − τk))− ui (k − τk)] ≤ 0.

where F is a constant matrix with appropriate dimensions.
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Fig. 1. Illustration of CCPNs under FDI attacks.

Then, the model of CCPNs (1) under FDI attacks is
obtained as follows:

xi (k + 1) = Axi (k) +Ad

∑+∞

l=1
µlxi (k − l)

+
∑N

j=1
l̃ijΓxj (k) +Bui (k − τk)

+Bf (ui (k − τk)) ,

x (θ) = ϕi (θ) , θ ∈ (−∞, 0] , i = 1, 2, ..., N. (3)

In this paper, the following form of the isolated node is
considered:

s (k + 1) = As (k) +Ad

∑+∞

l=1
µls (k − i),

s (θ) = ϕ (θ) , θ ∈ (−∞, 0] . (4)

where s (k) ∈ Rn denote the state vector of isolated node.

Define the synchronization error as follows:

ei (k) = xi (k)− s (k) , ϕ̃i (θ) = ϕi (θ)− ϕ (θ) .

Then, the following matrices and notations are introduced:

Ã = IN ⊗A, Ãd = IN ⊗Ad,

B̃ =IN ⊗B, F̃ = IN ⊗ F, L̃ = L⊗ Γ,

e (k) =
[
eT1 (k) · · · eTN (k)

]T
,

ϕ̃ (θ) =
[
ϕ̃T
1 (θ) · · · ϕ̃T

N (θ)
]T

,

u (k − τk) =
[
uT
1 (k − τk) · · · uT

N (k − τk)
]T

,

f̃ (e (k)) =
[
f̃T (e1 (k)) · · · f̃T (eN (k))

]T
.

According to (3) and (4), as well as the above definition,
the CLSEDs can be obtained as follows:

e (k + 1) =
(
Ã+ L̃

)
e (k) + Ãd

∑+∞

l=1
µle (k − l)

+ B̃u (k − τk) + B̃f̃ (u (k − τk)) ,

e (θ) = ϕ̃ (θ) , θ ∈ (−∞, 0] . (5)

To achieve the synchronization control of CCPNs, a syn-
chronization controller is employed as follows:

ui (k) = Kiei (k) , i = 1, 2, ..., N. (6)

where Ki ∈ Rn×n is the synchronization control gain
matrices of the i-th individual node.

For the proposed synchronization error dynamics (5),
Assumptions are given as follows:

Assumption 2. Chen and Wang (2020) For a given scalar
µi > 0 (i = 1, 2, ...), there is a positive scalar 0 < λ ≤ 1,
such that the following inequality holds∑+∞

i=1
µiλ

−i <
∑+∞

j=1

∑j

i=1
µiλ

−i

<
∑+∞

l=1

∑l

j=1

∑j

i=1
µiλ

−i < +∞.

Assumption 3. There exists a time sequence

0 = k1 < k̃1 < k2 < k̃2 < · · · < kr < k̃r = k∗ ≤ τM ,

such that the following relationship holds

k − τk < 0, k ∈ Υ̌; k − τk ≥ 0, k ∈ Υ̂ ∪ [k⋆,+∞) .

where Υ̌ =
[
k1, k̃1

)
∪
[
k2, k̃2

)
∪···∪

[
kr, k̃r

)
, Υ̂ =

[
k̃1, k2

)
∪[

k̃2, k3

)
∪ · · · ∪

[
k̃r−1, kr

)
.

Under Assumption 3, there is no control input signal in Υ̌
(i.e., u (k − τk) = 0). Then, the CLSEDs are obtained as
follows:

e (k + 1) =
(
Ã+ L̃

)
e (k) + Ãd

∑+∞

l=1
µle (k − l),

e (θ) = ϕ̃ (θ) , θ ∈ (−∞, 0] , k ∈ Υ̌. (7)

To handle the FDI attacks within the interval Υ̂, the
synchronization error dynamics (5) are equivalent to

e (k + 1) =
(
Ã+ L̃

)
e (k) + Ãd

∑+∞

l=1
µle (k − l)

+ B̃u (k − τk) + B̃f̃ (u (k − τk)) ,

e (θ) =ϕ̃ (θ) , θ ∈ (−∞, 0] , k ∈ Υ̂. (8)

where K = diag {K1,K2, · · · ,KN}.
According to Assumption 1, for the vector-valued function
f̃ (e (k − τk)), the following sector condition holds

f̃T (e (k − τk)) F̃
[
f̃ (e (k − τk))− e (k − τk)

]
≤ 0, k ∈ Υ̂.

(9)

Before proceeding further, the following Lemmas are intro-
duced, which will be helpful in subsequent developments.

Lemma 4. Zhou (2013) For the given integer v ≥ 1, and

z ∈ R
↔
v , such that ∥z∥∞ ≤ 1, where

↔
v = v2v−1. If there

exist the elements in the set Ev defined as Ei (i ∈ [1, 2v]),
where Ev is a diagonal matrix of v × v with diagonal
elements of 1 or 0, then the real function fv has the
following form

fv (0) = 0,

fv (i) =

{
fv (i− 1) + 1, Ei + Ej ̸= Iv, ∀j ∈ [1, i]
fv (j) , Ei + Ej = Iv, ∃j ∈ [1, i]

,

and f (u (k)) ∈ co
{
Eiu (k) + Ẽ−

i z (k) : i ∈ [1, 2v]
}

holds

for any u (k) ∈ Rv, where ‘co’ is the convex hull, Ẽ−
i ∈

Rv×v, Ẽ−
i = e2v−1,fv ⊗D−

i and E−
i = I − Ei.

Lemma 5. Solomon and Fridman (2013); Chen et al.
(2018) For the given state vector xi ∈ Rn, if there exist the
positive definite matrix Z ∈ Rn×n, and the positive scalars
µi ≥ 0 and λj ≥ 0 (i, j = 1, 2, · · ·), then the following
linear inequalities hold
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(∑+∞

i=1
µixi

)T

Z
(∑+∞

i=1
µixi

)
≤

(∑+∞

i=1
µiλ

−
i

)(∑+∞

i=1
µiλix

T
i Zxi

)
,(∑+∞

j=1

∑j

i=1
µjxi

)T

Z

(∑+∞

j=1

∑j

i=1
µjxi

)
≤

(∑+∞

j=1

∑j

i=1
µjλ

−
i

)
×
(∑+∞

j=1

∑j

i=1
µjλix

T
i Zxi

)
.

Lemma 6. Seuret et al. (2015) If the symmetric matrix
0 < R ∈ R+

n is given, such that, for the scalar τM ≥ 1 and
time variables e in [−τM , 0] → Rn, the following matrices
inequality holds∑0

i=−τM+1
gT (i)Rg (i)

≥ 1

τM

[
π0

π1

]T [
R 0
0 3φτR

] [
π0

π1

]
.

where g (i) = e (i+ 1) − e (i), π0 = e (k) − e (k − τM ),

π1 = e (k) + e (k − τM ) − φτ

∑0
i=−τM

e (i) and φτ =

(τM + 1)/(τM − 1), τM > 1, φ1 = 1.

Lemma 7. Seuret et al. (2015) If there exist the matrices
M ∈ Rn×m, S1 ∈ R+

n and S2 ∈ R+
m, such that,

for

[
S1 M
MT S2

]
≥ 0 and any a ∈ (0, 1) the following

reciprocally convex combination inequality holds:[
1
aS1 0
0 1

1−aS2

]
≥

[
S1 M
M S2

]
.

Next, the matrices D ∈ R
↔
v×n, G ∈ R

↔
v×n and O ∈ R

↔
v×n

are defined, and denote that

z (k) = De (k) +G
∑+∞

l=1
µle (k − l)

+O
∑+∞

j=1
µj

∑k−1

i=k−j
e (i), (10)

where v ≥ 1 is a given integer, and
↔
v = v2v−1.

It is assumed that z (k) satisfies the following conditions
for all [k⋆,+∞):

∥z (k)∥∞ ≤ 1, k ∈ [k⋆,+∞) . (11)

Then, according to Lemma 4, the following f̃ (e (k − τk))
is obtained:

f̃ (e (k − τk)) =
∑2v

y=1
ϖk

y [Eye (k − τk)

+E−
y z (k)

]
, k ∈ [k⋆,+∞) . (12)

where y ∈ [1, 2v], ϖk
y ≥ 0,

∑2v

y=1 ϖ
k
y = 1, Ey is a diagonal

matrix of v × v with diagonal elements of 1 or 0, and
E−

i = I − Ei.

Substitute (11) into (12), which yields

f̃ (e (k − τk)) =
∑2v

y=1
ϖk

y

[
Eye (k − τk) + E−

y (De (k)

+O
∑+∞

j=1
µj

∑k−1

i=k−j
e (i)

+G
∑+∞

l=1
µle (k − l)

)]
, k ∈ [k⋆,+∞) . (13)

Substituting (13) into (8), it is obtained the CLSEDs as
follows:

e (k + 1) =
∑2v

y=1
ϖk

y

{(
Ã+ L̃+ B̃E−

y D
)
e (k)

+ B̃ (I + Ey)Ke (k − τk)

+
(
Ãd + B̃E−

y G
)∑+∞

l=1
µle (k − l)

+B̃E−
y O

∑+∞

j=1
µj

∑k−1

i=k−j
e (i)

}
,

e (θ) = ϕ̃ (θ) , θ ∈ (−∞, 0] , k ∈ [k⋆,+∞) . (14)

Remark 8. To ensure the less conservativeness of the time-
varying nonlinear input f̃ (e (k − τk)), some terms (e.g.,

E−
y G

∑+∞
l=1 µle (k − l), B̃E−

y O
∑+∞

j=1 µj

∑k−1
i=k−j e (i)) are

introduced to match the infinite distributional delays when
coping with the polytopic model (13). In addition, it
is worth noting that the proposed polytopic model (13)
by utilizing current error e(k) differs from the sectorial
condition of Chen et al. (2020) to deal with time-varying
nonlinearities, which are caused by the combination of
mixed delays and FDI attacks.

3. MAIN RESULTS

This paper aims at designing a synchronization controller
to guarantee that the CLSEDs (14) are ultimately expo-
nentially bounded. To facilitate post-processing work, the
following matrices and notations are introduced:

τ̌k = τk + 1, τ̂k = τM − τk + 1, τ̃ = τM + 1,

ε0 (k) =

[∑+∞

l=1
µle

T (k − l)
∑+∞

j=1
µj

∑k−1

i=k−τ
eT (i)

e (k + 1)− e (k)]
T
,

ε1 (k) =
[
eT (k) eT (k − τk) eT (k − τM )

1/τ̌k
∑k

i=k−τk
eT (i) 1/τ̂k

∑k−τk

i=k−τk
eT (i) εT0 (k)

]T
,

ε2 (k) =
[
eT (k) eT (k − τk) eT (k − τM )

1/τ̃
∑k

i=k−τ
eT (i) εT0 (k) uT (k − τk)

]T
,

ε3 (k) =
[
eT (k) eT (k − τM ) 1/τ̃

∑k

i=k−τ
eT (i)

εT0 (k)
]T

,

Γ1 =

[
I 0 0 0 0 0 0 I
0 −I −I τ̌kI τ̂kI 0 0 0
κI 0 0 0 0 −I I 0

]
,

Γ2 =

[
I 0 0 0 0 0 0 0
−I −I 0 τ̌kI τ̂kI 0 0 0
0 0 0 0 0 0 I 0

]
,

Γ3 =

[
I 0 0 0 0 0 I 0
0 0 −I τ̃I 0 0 0 0
κI 0 0 0 −I I 0 0

]
,

Γ4 =

[
I 0 0 0 0 0 0 0
−I 0 0 τ̃ I 0 0 0 0
0 0 0 0 0 I 0 0

]
,

Γ5 =

[
I 0 0 0 0 I
0 −I τ̃I 0 0 0
κI 0 0 −I I 0

]
,
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Γ6 =

[
I 0 0 0 0 0
0 −I τ̃I 0 0 0
0 0 0 0 I 0

]
,

Φ1 =

 I −I 0 0 0 0 0 0
I I 0 −2I 0 0 0 0
0 I −I 0 0 0 0 0
0 I I 0 −2I 0 0 0

 ,

Φ2 = [ κI 0 0 0 0 −I 0 0 ] ,

Φ3 =

[
I −I 0 0 0 0 0 0
0 I −I 0 0 0 0 0

]
,

Φ4 =

[
I 0 −I 0 0 0 0 0
I 0 I −2I 0 0 0 0

]
,

Φ5 = [ κI 0 0 0 −I 0 0 0 ] ,

Φ6 =

[
I −I 0 0 0 0
I I −2I 0 0 0

]
,

Φ7 = [ κI 0 0 −I 0 0 ] ,

Φ8 = [ τMI −I 0 0 ] ,Φ9 = [ κI 0 0 −I ] ,

Rβ = Rβ1 +Rβ2, R̄β = R̄β1 + R̄β2,

κ =
∑+∞

i=1
µi, κ̃β =

∑+∞

i=1
µiλ

−i
β , σ =

∑+∞

i=1
iµi,

σ̃β =
∑+∞

j=1

∑j

i=1
µjλ

−i
β , Sym (T ) = TT + T,

φ1 =
λτM
2 − 1

λ2 − 1
, φ2β =

∑+∞

j=1

∑j

i=1
µjλ

−i
β ,

φ3β =
∑+∞

l=1

∑l

j=1

∑j

i=1
µlλ

i−1
β ,

φ4 =
(1− λ2) τM − λ2 + λτM+1

2

(λ2 − 1)
2 , β = 1, 2.

For the convenience of subsequent presentation, let us
introduce the following piecewise Lyapunov-like functional
and the definition of boundedness.

The following form of piecewise Lyapunov-like functions is
defined:

V (k) =

{
V1 (k) , k ∈ [k⋆,+∞)
V2 (k) , k ∈ [0, k⋆)

. (15)

where

Vβ (k) = ηT (k)Pβη (k)

+
∑k−1

i=k−τ
λk−i−1
β eT (i)Qβe (i)

+
∑+∞

j=1
µj

∑k−i

i=k−j
λk−i−1
β eT (i)Sβ1e (i)

+
∑+∞

l=1
µl

∑l

j=1

∑k−1

i=k−j
λk−i−1
β eT (i)Sβ2e (i)

+ τM
∑−1

j=−τ

∑k−1

i=k+j
λk−i−1
β gT (i)

× (Rβ1 +Rβ2) g (i)

+
∑+∞

l=1
µl

∑l

j=1

∑k−1

i=k−j
λk−i−1
β gT (i)Zβg (i),

Pβ > 0, Qβ > 0, Sβ1 > 0, Sβ2 > 0, Rβ1 >
0, Rβ2 > 0, Zβ > 0, 0 < λ1 ≤ 1, λ2 > 1,
β = 1, 2, g (k) = e (k + 1) − e (k) and η (k) =[
eT (k)

∑k−1

i=k−τ
eT (i)

∑+∞

j=1
µj

∑k−1

i=k−τ
eT (i)

]T
.

Definition 9. Zhou (2013) For the given scalar 0 < π < 1
, if there exist scalars 0 < λ1 ≤ 1 and λ2 > 1, such that
the following inequality holds

V1 (k) ≤ λk−k⋆

1

[
πλk⋆

2 V2 (0)
]
, k ∈ [k⋆,+∞) . (16)

Then, the CLSEDs (14) are exponentially bounded.

Theorem 10. For the given positive scalars π, λ1 ≤ 1,
λ2 > 1, the synchronization controller gain K, and the
positive integer k⋆ ≥ 1, if there exist the matrices D ∈
R

↔
v×n, G ∈ R

↔
v×n, O ∈ R

↔
v×n, M1 ∈ R2n×2n, M2 ∈

Rn×n, Tij ∈ Rn×n, the positive definite matrices Zβ ∈
Rn×n, Sβj ∈ Rn×n, Rβj ∈ Rn×n, Pβ ∈ R3n×3n, Qβ ∈
Rn×n (i = 1, 2, 3.j, β = 1, 2.), and the positive definite

diagonal matrix F̃ ∈ RnN×nN , such that, for τk, ∀y ∈
[1, 2v], and ∀d ∈

[
1,

↔
v
]
, the following matrices inequalities

hold:

Λ1 =

[
R̄1 M1

MT
1 R̄1

]
> 0,

Λ2 =

[
R21 M2

MT
2 R21

]
> 0, (17)

Ξ1 = ΓT
1 P1Γ1 − λ1Γ

T
2 P1Γ2 − λτ

1Φ
T
1 Λ1Φ1

− ΦT
2 (Z1/σ̃1) Φ2 + Sym (T1Σ1) + Ψ1 < 0, (18)

Ξ2 = ΓT
3 P2Γ3 − λ2

(
ΓT
4 P2Γ4 +ΦT

3 Λ2Φ3 +ΦT
4 R

τ
22Φ4

)
− ΦT

5 (Z2/σ̃2) Φ5 + Sym (T2Σ2 + T4Σ4)

+ Ψ2 < 0, (19)

Ξ3 = ΓT
5 P1Γ5 − λ2Γ

T
6 P2Γ6 − λ2Φ

T
6 R

τ
2Φ6

− ΦT
7 (Z2/σ̃2) Φ7 + Sym (T3Σ3) + Ψ3 < 0, (20){
P1 ≤ πP2, Q1 ≤ πQ2, S1j ≤ πS2j

R1j ≤ πR2j (j = 1, 2) , Z1 ≤ πZ2
, (21)

Ξ4 (d) =

[
1
/
πλk⋆

2 Ω(d)

ΩT
(d) diag {P1, 0}+Ψ4/λ1

]
≥ 0. (22)

where

Ω(d) =
[
D(d) 0 G(d) O(d)

]
,

Ψ1 = diag {Q1 + κS11 + σS12, 0,−λτM
1 Q1, 0,

0,−S11/κ̃1,−S12/σ̃1,τ
2
MR1 + σZ1

}
,

Ψ2 = diag {Q2 + κS21 + σS22, 0,−λτM
2 Q2, 0,

−S21/κ̃2,−S22

/
σ̃2, τ

2
MR2 + σZ2, 0

}
,

Ψ3 = diag {Q2 + κS21 + σS22,−λτM
2 Q2, 0,

−S21/κ̃2,−S22

/
σ̃2, τ

2
MR2 + σZ2

}
,

Ψ4 = diag {0, (λτM
1 /τM )Q1, S12/σ̃1,S11/κ̃1}

+ (2λτM
1 /τ̃) ΦT

8 R1Φ8 + (1/σ̃1) Φ
T
9 Z1Φ9,

T1 =
[
TT
11 0 0 0 0 0 0 TT

12

]T
,

T2 =
[
TT
21 0 0 0 0 0 TT

22 0
]T

,

T3 =
[
TT
31 0 0 0 0 TT

32

]T
,

T4 =
[
0 0 0 0 0 0 0 F̃T

]T
,

Σ1 =
[
Ã+ L̃+ B̃E−

y D − I B̃ (I + Ey)K 0 0

0 Ãd + B̃E−
y G B̃E−

y O −I
]
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Σ2 =
[
Ã+ L̃− I 2B̃K 0 0

Ãd 0 −I −B̃
]

Σ3 =
[
Ã+ L̃− I 0 0 Ãd 0 −I

]
Σ4 = [ 0 K 0 0 0 0 0 −I ]

R̄1 = diag {R1, 3R1} , Rτ
2 = diag {R2, 3φτR2}

Rτ
22 = diag {R22, 3φτR22}

Then, for any ϕ (k) ∈ [0,+∞), Lyapunov-like function
V2 (k) satisfying V2 (0) ≤ 1, and the CLSEDs (14) are
ultimately exponentially bounded.

Proof. For ∀k ∈ [0,+∞), define the ∆V (k) as follows:

∆Vβ (k) = Vβ (k + 1)− λβVβ (k) , β = 1, 2. (23)

By applying Lemma 5 to (23), one obtains

∆Vβ (k) ≤ ηT (k + 1)Pβη (k + 1)− λβη
T (k)Pβη (k)

+ eT (k) (Qβ + κSβ1 + σSβ2) e (k) + gT (k)

×
(
τ2MRβ + σZβ

)
g (k)

− λτ
βe

T (k − τM )Qβe (k − τM )

− ςT1 (k) (Sβ1/κ̃β) ς1 (k)− ςT2 (k) (Sβ2/σ̃β) ς2 (k)

− τM λ̃β

∑k−1

i=k−τ
gT (i)Rβg (i)

− ςT3 (k) (Zβ/σ̃β) ς3 (k) . (24)

where λ̃1 = λτM
1 , λ̃2 = λ2, ς1 (k) =

∑+∞
l=1 µle (k − l),

ς2 (k) =
∑+∞

j=1

∑j
i=1 µje (k − i), and

ς3 (k) =
∑+∞

j=1

∑j
i=1 µjg (k − i).

Noting that the facts R2 > 0, R22 > 0, Rτ
2 =

diag {R2, 3φτR2}, and Rτ
22 = diag {R22, 3φτR22}, and

applying Lemma 6 for them, such that, for e (k) in
[−τM , 0] → Rn, τM ≥ 1, the following matrix inequalities
hold:

τM

k−1∑
i=k−τM

gT (i)R22g (i)

≥ εT2 (k) ΦT
4 R

τ
22Φ4ε2 (k) , (25)

τM

k−1∑
i=k−τM

gT (i)R2g (i)

≥ εT3 (k) ΦT
6 R

τ
2Φ6ε3 (k) . (26)

Noting the facts
∑k−1

i=k−τM
(∗) =

∑k−1
i=k−τk

(∗)+
∑k−τk−1

i=k−τM
(∗),

Rβj > 0, and using the Lemma 6 and the Lemma 7 to (17),
then one has

τM

k−1∑
i=k−τM

gT (i)R1g (i)

≥ εT1 (k) ΦT
1 Λ1Φ1ε1 (k) , (27)

τM

k−1∑
i=k−τM

gT (i)R21g (i)

≥ εT2 (k) ΦT
3 Λ2Φ3ε2 (k) . (28)

Considering matrices T1, T2, T3, Σ1, Σ2 and Σ3, from (7),
(8), and (14) it is obtained that

2εT1 (k)T1Σ1ε1 (k) = 0, k ∈ [k⋆,+∞) , (29)

2εT2 (k)T2Σ2ε2 (k) = 0, k ∈ Υ̌, (30)

2εT3 (k)T3Σ3ε3 (k) = 0, k ∈ Υ̂. (31)

Furthermore, it follows from sector condition (9) that

−2εT2 (k)T4Σ4ε2 (k) ≥ 0, k ∈ Υ̂. (32)

Considering (18), (27), (29), ∆V1 (k) and∑+∞
j=1

∑j
i=1 µjg (k − i) = κe (k) −

∑+∞
i=1 µje (k − i), one

eventually obtains

∆V1 (k) ≤
2v∑
y=1

ϖk
yε

T
1 (k)

× Ξ1ε1 (k) , k ∈ [k⋆,+∞) . (33)

Similarly, according to (19), (26), and (28), it follows from
∆V2 (k), (30) and (32) that

∆V2 (k) ≤ εT2 (k) Ξ2ε2 (k) , k ∈ Υ̂. (34)

In addition, by considering (20), (26), and (31), it is
obtained

∆V2 (k) ≤ εT3 (k) Ξ3ε3 (k) , k ∈ Υ̌. (35)

If (17)-(20) in Theorem 10 holds under τk and ∀y ∈ [1, 2v],
it follows from (33)-(35) that

V1 (k + 1) ≤ λ1V1 (k) , k ∈ [k⋆,+∞) , (36)

V2 (k + 1) ≤ λ2V2 (k) , k ∈ [0, k⋆) . (37)

Considering (35), (36), and (20), which yields

V1 (k) ≤ πV2 (k) , k ≥ 0. (38)

According to (35)-(37), it is obtained

V1 (k) ≤ λk−k⋆

1

[
πλk⋆

2 V2 (0)
]
, k ∈ [k⋆,+∞) . (39)

In accordance with Lemma 5, note the following facts:
+∞∑
j=1

µj

k−1∑
i=k−j

r (i) ≥
+∞∑
j=1

µjr (k − j), (40)

+∞∑
l=1

µl

l∑
j=1

k−1∑
i=k−j

r (i) ≥
+∞∑
l=1

µl

l∑
j=1

r (k − j). (41)

where r (i) > 0 is real functions.

Applying Lemma 5 and Lemma 6 to (22), one has

V1 (k) ≥η̃T (k) [diag {P1, 0}+Ψ4/λ1]

× η̃ (k) , k ∈ [k⋆,+∞) . (42)

where η̃ (k) =
[
ηT (k)

∑+∞

l=1
µle

T (k − l)
]T

.

By using the Schur complementary lemma to (22), it is
eventually obtained

diag {P1, 0}+Ψ4/λ1 ≥πλk⋆

2 ΩT
(d)

× Ω(d), d ∈
[
1,

↔
v
]
. (43)

Considering (39), (42) and (43), it is obtained

|zd (k)|2 = η̃T (k) ΩT
(d)Ω(d)η̃ (k)

≤
(
1
/(

πλk∗

2

))
V1 (k)

≤ V2 (0) , d ∈
[
1,

↔
v
]
, k ∈ [k⋆,+∞) . (44)

Then, according to Definition 9, for any ϕ (k) ∈ [0,+∞),
V2 (0) ≤ 1, the CLSEDs (14) are ultimately exponentially
bounded. It completes the proof.
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For a given parameterized synchronization control gain
K, sufficient conditions are provided in Theorem 10 for
ensuring the ultimately exponentially bounded of the
CLSEDs (14) in [k⋆,+∞). Next, we want to solve the
design problem of synchronization control gain K based
on Theorem 10.

Theorem 11. For the given positive scalars π, λ1 ≤ 1,
λ2 > 1, the positive integer k⋆ ≥ 1, and the scalars

δi ̸= 0 (i = 1, 2, 3), if there exist matrices D̃ ∈ R
↔
v×n,

G̃ ∈ R
↔
v×n, Õ ∈ R

↔
v×n, M̃1 ∈ R2n×2n, M̃2 ∈ Rn×n,

X ∈ Rn×n, Y ∈ Rn×n, the positive definite matrices
Z̃β ∈ Rn×n, S̃βj ∈ Rn×n, R̃βj ∈ Rn×n , Q̃β ∈ Rn×n

, P̃β ∈ R3n×3n (β, j = 1, 2), and the positive definite
diagonal matrix F̄ ∈ RnN×nN , such that, for τk, ∀y ∈
[1, 2v], and ∀d ∈

[
1,

↔
v
]
, the following matrices inequalities

hold:

Λ̃1 =

[
R̂1 M̃1

M̃T
1 R̂1

]
> 0,

Λ̃2 =

[
R̄21 M̃2

M̃T
2 R̄21

]
> 0, (45)

Ξ̃1 = ΓT
1 P̃1Γ1 − λ1Γ

T
2 P̃1Γ2 − λτM

1 ΦT
1 Λ̃1Φ1 + Ψ̃1

− ΦT
2

(
Z̃1

/
σ̃1

)
Φ2 + Sym

(
T̃1Σ̃1

)
< 0, (46)

Ξ̃2 = ΓT
3 P̃2Γ3 − λ2

(
ΓT
4 P̃2Γ4 +ΦT

3 Λ̃2Φ3 +ΦT
4 R̄

τ
22Φ4

)
− ΦT

5

(
Z̃2

/
σ̃2

)
Φ5 + Sym

(
T̃2Σ̃2 + T̃4Σ̃4

)
+ Ψ̃2 < 0, (47)

Ξ̃3 = ΓT
5 P̃1Γ5 − λ2Γ

T
6 P̃2Γ6 − λ2Φ

T
6 R̄

τM
2 Φ6 + Ψ̃3

− ΦT
7

(
Z̃2

/
σ̃2

)
Φ7 + Sym

(
T̃3Σ̃3

)
< 0, (48){

P̃1 ≤ πP̃2, Q̃1 ≤ πQ̃2, S̃1j ≤ πS̃2j

R̃1j ≤ πR̃2j (j = 1, 2) , Z̃1 ≤ πZ̃2
, (49)

Ξ̃4 (d)

 1
/
πλk⋆

2 Ω̃(d)

Ω̃T
(d) diag

{
P̃1, 0

}
+ Ψ̃4

/
λ1

 ≥ 0. (50)

where

Ω̃(d) =
[
D̃(d) 0 G̃(d) Õ(d)

]
,

Ψ̃1 = diag
{
Q̃1 + κS̃11 + σS̃12, 0,−λτM

1 Q̃1, 0,

0,−S̃11

/
κ̃1,−S̃12

/
σ̃1,τ

2
M R̃1 + σZ̃1

}
,

Ψ̃2 = diag
{
Q̃2 + κS̃21 + σS̃22, 0,−λτM

2 Q̃2, 0,

−S̃21

/
κ̃2,−S̃22

/
σ̃2, τ

2
M R̃2 + σZ̃2, 0

}
,

Ψ̃3 = diag
{
Q̃2 + κS̃21 + σS̃22,−λτM

2 Q̃2, 0,

−S̃21

/
κ̃2,−S̃22

/
σ̃2, τ

2
M R̃2 + σZ̃2

}
,

Ψ̃4 = diag
{
0, (λτM

1 /τM ) Q̃1, S̃12

/
σ̃1,S̃11

/
κ̃1

}
+ (2λτM

1 /τ̃) ΦT
8 R̃1Φ8 + (1/σ̃1) Φ

T
9 Z̃1Φ9,

T̃1 = [ I 0 0 0 0 0 0 δ1I ]
T
,

T̃2 = [ I 0 0 0 0 0 δ2I 0 ]
T
,

T̃3 = [ I 0 0 0 0 δ3I ]
T
,

T̃4 = [ 0 0 0 0 0 0 0 I ]
T
,

Σ̃1 =
[ (

Ã+ L̃− I
)
XT + B̃E−

y D̃ B̃ (I + Ey)Y

0 0 0 ÃdX
T + B̃E−

y G̃ B̃E−
y Õ −XT

]
,

Σ̃2 =
[ (

Ã+ L̃− I
)
XT 2B̃Y 0 0

ÃdX
T 0 −XT −B̃F̄

]
,

Σ̃3 =
[ (

Ã+ L̃− I
)
XT 0 0 ÃdX

T 0 −XT
]
,

Σ̃4 =
[
0 Y 0 0 0 0 0 −F̄

]
,

R̂1 = diag
{
R̃1, 3R̃1

}
, R̄τ

2 = diag
{
R̃2, 3φτ R̃2

}
,

R̄τ
22 = diag

{
R̃22, 3φτ R̃22

}
.

Then, for any initial condition ϕ (k) ∈ [0,+∞), V2 (0) ≤ 1,
the CLSEDs (14) are exponentially bounded, and the cor-
responding synchronization controller can be determined
by K = Y X−T .

Proof. Using the variable substitution method, let X̄ =
diag {X,X,X}, Pβ = X̄−1P̃βX̄

−T , Qβ = X−1Q̃βX
−T ,

Sβj = X−1S̃βjX
−T , Rβj = X−1R̃βjX

−T , Zβ =

X−1Z̃βX
−T , (β, j = 1, 2), Ti1 = X−1, Ti2 = δiX

−1

(i = 1, 2, 3), M1 = X̃−1M̃1X̃
−T ,

(
X̃ = diag {X,X}

)
,

K = Y X−T , M2 = X−1M̃2X
−T , F̃ = F̄−T , D = D̃X−T ,

G = G̃X−T , O = ÕX−T . Substitute them into (17)-(22),
which yields (45)-(50). This completes the proof.

Remark 12. In Theorem 11, the design problem of the
synchronization controller is investigated for CCPNs under
FDI attacks. It is worth noting that the existing results
mostly utilize the paradigm-bounded model to describe
FDI attacks for the simplicity of design, see e.g. Shi
et al. (2017); Fu et al. (2019). However, in practice,
this kind of modeling method of FDI attacks may bring
some conservatism to the synchronization performance of
CCPNs. To ensure less conservativeness, the polytopic
model (13) is utilized to deal with the FDI attacks of
CCPNs. In comparison with available results, it is the first
time that the polytopic model has been used to discuss
the synchronization problem for CCPNs with mixed delays
and FDI attacks.

If there does not exist any input delay τk in CCPNs (14),
the corresponding CLSEDs are obtained as follows:

e (k + 1) =
∑2v

s=1
ϖk

s

{(
Ã+ L̃+ B̃E−

s D

+B̃KEs

)
e (k)

+
(
Ãd + B̃E−

s G
)∑+∞

i=1
µie (k − i)

+B̃E−
s O

∑+∞

j=1
µj

∑k−1

i=k−j
e (i)

}
,

e (θ) = ϕ̃ (θ) , θ ∈ (−∞, 0] , k ∈ [0,+∞) . (51)
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Define the Lyapunov-like function as follows:
↔
V (k) =

↔
η
T
(k) diag

{
X−1, X−1

}
P̃

× diag
{
X−T , X−T

}↔
η (k)

+
∑+∞

j=1
µj

∑k−i

i=k−j
λk−i−1
1 eT (i)X−1S̃1X

−T e (i)

+
∑+∞

l=1
µl

∑l

j=1

∑k−1

i=k−j
λk−i−1
1 eT (i)X−1S̃2X

−T

× e (i) +
∑+∞

l=1
µl

∑l

j=1

∑k−1

i=k−j
λk−i−1
1 yT (i)

×X−1Z̃X−T y (i)

where
↔
η (k) =

[
eT (k)

∑+∞

j=1
µj

∑k−1

i=k−j
eT (i)

]T
. TThen,

the controller design of CCPNs (14) is implemented with-
out input delay τk.

Corollary 13. For the given positive scalars λ1 ≤ 1, λ2 >

1, and the scalars δ ̸= 0, if there exist matrices D̃ ∈ R
↔
v×n,

G̃ ∈ R
↔
v×n, Õ ∈ R

↔
v×n, X ∈ Rn×n, Y ∈ Rn×n, the

positive definite matrices Z̃ ∈ Rn×n, S̃1 ∈ Rn×n, S̃2 ∈
Rn×n, P̃ ∈ R2n×2n, such that, for τk, ∀y ∈ [1, 2v], and

∀d ∈
[
1,

↔
v
]
, the following matrices inequalities hold:

↔
Ξ1 =

↔
Γ
T

1 P̄1

↔
Γ1 − λ1

↔
Γ
T

2 P̄1

↔
Γ2 +

↔
Ψ1

−
↔
Φ

T

1

(
Z̃
/
σ̃1

) ↔
Φ1 + Sym

(↔
T 1

↔
Σ1

)
< 0,

↔
Ξ2 (d) =

 1
↔
Ω(d)

↔
Ω

T

(d) diag
{
P̃ , 0

}
+

↔
Ψ2

/
λ1

 ≥ 0.

where
↔
Ω(l) =

[
↔
D(l)

↔
G(l)

↔
O(l)

]
,

↔
Γ1 =

[
I 0 0 I
κI −I I 0

]
,

↔
T 1 = [ I 0 0 δI ] ,

↔
Γ2 =

[
I 0 0 0
0 0 I 0

]
,
↔
Φ1 = [ κI −I 0 0 ] ,

↔
Σ1 =

[(
Ã+ L̃− I

)
XT + B̃

(
E−

y D + EyY
)

ÃdX
T + B̃E−

y G̃ B̃E−
y Õ −XT

]
,

↔
Ψ1 = diag

{
κS̃1 + σS̃2, S̃1

/
κ̃1, S̃2

/
σ̃1, σZ̃

}
,

↔
Ψ2 = diag

{
0, S̃2

/
σ̃1, S̃1

/
κ̃1

}
+ (1/σ̃1)

×

 κ2Z̃ 0 κZ̃
0 0 0

−κZ̃ 0 −Z̃

 .

Then, for any initial condition ϕ (θ) ∈ [0,+∞), V2 (0) ≤ 1,
the CLSEDs (51) are exponentially bounded, and the cor-
responding synchronization controller can be determined
by K = Y X−T .

Proof. Corollary 13 can be proved along a similar line to
the proof of Theorem 10 and Theorem 11. Thus, the proof
is omitted here.

4. NUMERICAL SIMULATIONS

In this section, two illustrative examples are provided for
CCPNs to demonstrate the effectiveness of the presented
synchronization control scheme.

Example 14. Consider a class of CCPNs with the form (1),
which is composed of three identical nodes with the inner-
coupling matrix Γ = 0.517I and the following parameters:

A =

[
1.10 0.15
0.03 0.80

]
, Ad =

[
1 −0.1
0 1

]
,

B =

[
1 0.1
0.1 1

]
, µi = 2−i,

ū1 = 15, 1 ≤ τk = 2 + (−1)
k ≤ 3.

where the time-delay boundaries are set as τm = 0,
τM = 4. Furthermore, the coupling matrix is selected as

L =

[−0.65 0.1 0.55
0 −0.05 0.05
0.5 0 −0.5

]
.

Suppose that the FDI attacks have the following form:

f (ui (k − τk)) =

[
tanh (0.8ui1 (k − τk))
− tanh (0.8ui2 (k − τk))

]
,

and according to Assumption 1, let F = diag {0.8,−0.8}.
The initial conditions of CCPNs are set as x1 (0) = [ 2 2 ],
x2 (0) = [−2 −2 ], and x3 (0) = [ 1 1 ], respectively. Then,
the FDI attacks’ energy evolution is shown in Fig. 2, as well
as Fig. 3 and Fig. 4 plot synchronization error trajectories
of the uncontrolled, which demonstrates that the CCPNs
cannot be spontaneously synchronized.

Fig. 2. Energy evolution of the FDI attacks.

Let the parameters be δ1 = δ2 = δ3 = 4, λ1 = 1, λ2 = 1.24
and π = 0.97. By applying Theorem 11 and solving
LMIs (45)-(50), we have the following the synchronization
controller gains:

K1 =

[
−3.3160 −0.3418
−0.2554 −0.0394

]
,

K2 =

[
1.0695 0.1026
0.4586 0.0398

]
,

K3 =

[
0.5240 0.0463
1.6202 0.1603

]
.
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Fig. 3. Synchronization error ei1(k), (i = 1, 2, 3) trajecto-
ries of the uncontrolled.

Fig. 4. Synchronization error ei2(k), (i = 1, 2, 3) trajecto-
ries of the uncontrolled.

In this case, Fig. 5 and Fig. 6 show the synchronization
error trajectories of CCPNs, respectively. The proposed
synchronization controller could render synchronization
errors to be converged for CCPNs, which means that the
proposed method is effective. Fig. 7 and Fig. 8 show the
synchronization error trajectories of CCPNs under FDI
attacks, respectively. It could be found from Fig. 7 and
Fig. 8 that the proposed synchronization controller is still
effective for CCPNs under FDI attacks and mixed delays,
but there are some fluctuations in the synchronization
error trajectories. To demonstrate the superiority of the
proposed control method. Fig. 9 and Fig. 10 plot the
synchronization error trajectories under the sampled-data
synchronization control method of Lee and Park (2019) for
CCPNs (1) in the same initial conditions. It could be found
from Fig. 7-Fig. 10 that the proposed synchronization
control method of this paper can effectively alleviate the
multiple effects of the FDI attacks and mixed delays with
lower synchronization error fluctuations, which indicates
the superiority of the proposed synchronization control
method.

Example 15. Consider CCPNs (1) that consist of three
unmanned vehicles Guan et al. (2019) with the following
parameters:

Fig. 5. Synchronization error ei1(k), (i = 1, 2, 3) trajecto-
ries of the controlled.

Fig. 6. Synchronization error ei2(k), (i = 1, 2, 3) trajecto-
ries of the controlled.

Fig. 7. Synchronization error ei1(k), (i = 1, 2, 3) trajecto-
ries of the controlled under FDI attacks.

A =

[
0 −3.3275

3.6189 0

]
, B =

[
4.8987 0.1442
3.8424 0.8803

]
,

The inner-coupling matrix is set as Γ = 0.517I, and the
outer-coupling matrices L is given as follows:
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Fig. 8. Synchronization error ei2(k), (i = 1, 2, 3) trajecto-
ries of the controlled under FDI attacks.

Fig. 9. Synchronization error ei1(k), (i = 1, 2, 3) trajecto-
ries of the control method in Lee and Park (2019).

Fig. 10. Synchronization error ei2(k), (i = 1, 2, 3) trajec-
tories of the control method in Lee and Park (2019).

L =

[−0.1 0 0.1
0 −0.1 0.1
0.1 0.1 −0.2

]
.

Other parameters of CCPNs are the same as in Exam-
ple 14. By applying Theorem 11 and solving LMIs (45)-
(50), we have the following the synchronization controller
gains:

K1 =

[
0.1647 0.4911
−0.0796 −0.2374

]
,

K2 =

[
0.1689 0.5017
−0.0501 −0.1489

]
,

K3 =

[
0.1710 0.4981
−0.0646 −0.1881

]
.

The initial conditions of CCPNs are same as in Exam-
ple 14. In this case, the trajectories of synchronization
error between the three unmanned vehicles are shown
in Fig. 11 and Fig. 12, respectively. It could be found
from Fig. 11 and Fig. 12 that the synchronization errors
of three unmanned vehicles converge to zero within the
limited sampling periods, which implies that the presented
synchronization control method is effective for the multi-
unmanned vehicles with mixed delays under FDI Attacks.

Fig. 11. Synchronization error ei1(k), (i = 1, 2, 3) trajec-
tories of the controlled under FDI attacks.

Fig. 12. Synchronization error ei2(k), (i = 1, 2, 3) trajec-
tories of the controlled under FDI attacks.
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5. CONCLUSION

The purpose of the current study is to investigate the
synchronization control problem for CCPNs under FDI
attacks. Firstly, an innovative polytopic model is pro-
posed to describe the effects of FDI attacks and input
delays, and then the model of CLSEDs is established.
Secondly, sufficient conditions are derived by using ap-
propriate Lyapunov-like function and summation inequal-
ities, and the synchronization control gain is obtained for
ensuring that the CLSEDs are ultimately exponentially
bounded. Finally, a numerical example is given to verify
the effectiveness and superiority of the proposed synchro-
nization control method. In the future, the discontinuous
synchronization control scheme will be investigated to
further reduce the control costs of CCPNs under cyber
attacks.
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cyber-physical networks: From cybersecurity to security
control. Journal of Systems Science and Complexity,
30(1), 46–67.

Zafar, R., Mahmood, A., Razzaq, S., Ali, W., Naeem,
U., and Shehzad, K. (2018). Prosumer based energy

management and sharing in smart grid. Renewable and
Sustainable Energy Reviews, 82, 1675–1684.

Zhou, B. (2013). Analysis and design of discrete-time lin-
ear systems with nested actuator saturations. Systems
& Control Letters, 62(10), 871–879.

Zhou, L., Huang, M., Tan, F., and Zhang, Y. (2023). Mean-
square bounded synchronization of complex networks
under deception attacks via pinning impulsive control.
Nonlinear Dynamics, 1–17.


